
Simply “connecting the dots” does not adequately address the movement of information
from one person to another.  Ensuring that the “connected dots” are linked in a secure
manner is just as critical.  The rise in identity theft, eavesdropping and industrial espionage
combined with a lack of information assurance of communications systems has enabled
skilled hackers to continue to target unprotected voice and fax lines.  Snapfone is a cost-
effective solution that connects groups securely over any analog connection with a standard
phone or fax machine.

SNAPFONE
Snapfone is a palm-sized encryption unit capable of securing voice and fax communications
across both public and private networks. Leading-edge technology is deployed on-board each
Snapfone to ensure the highest levels of security with minimal voice latency, complete
transparent operation and a seamless user-friendly experience. Snapfone ensures total
confidentiality of communications in the office, at home and while traveling using high
performance encryption libraries. The Snapfone is built on security standards approved by
the U.S. National Institute of Standards and Technology (NIST).

The Snapfone can also be configured as a shared resource device to work in conjunction
with key systems and small business PBXs. Users can program a predefined list of telephone
numbers or prefixes which can create secure virtual private networks (VPN) to which all calls
originating from the organization must be secured. This allows users to connect automatically
whenever they dial any of the predefined numbers.  In manual mode the unit will encrypt
the communication by pressing one button.

Optional Components:

Snapfone Management software
Small businesses can manage basic security functions, create talk groups and define end-
user connectivity sessions with our Security Zone software.  This software is specifically
designed for entry-level customers with smaller talk groups. It ensures that corporate
connectivity policies are adhered with parameters defined by its administrator rather then
the end-user.  Administrators can create protected “safe” zones for secure communications
among talk groups.  Talk group parameters are downloaded to each unit via a PC.

SnapfoneTM

KEY BENEFITS

• Highest Security Certification
(FIPS 140-2 Level 2)

• Minimal voice latency

• Transparent and user-friendly
experience

• Compatible with COTS telephone and
fax machine

• Remote update and maintenance
capability (optional)

• Enhanced management features
(optional)

• Advanced point-to-multipoint
technology (optional)

• Compatible with ISDN (requires
terminal adapter)

• Compatible with INMARSAT (GAN)
technology (requires terminal adapter)

Secure voice and fax communications



• HIGHEST SECURITY CERTIFICATION
(FIPS 140-2 LEVEL 2)

• LIST OF UP TO 100 PREDEFINED
PREFIXES AND TELEPHONE NUMBERS

• AUTHENTICATION AND ACCESS
CONTROL CAPABILITIES

• CONFIGURABLE FOR AUTOMATIC
SECURITY START

• AUDIO AND VISUAL NOTIFICATION OF
SECURITY LEVEL

• AUTOMATIC BYPASS DURING POWER
FAILURE

• SOFTWARE UPGRADEABLE

• CALLER ID (OPTIONAL)

• EXTERNAL KEY MANAGEMENT TOOL
(OPTIONAL)

• MULTI-USER GROUP AUTHENTICATION

• DTMF OVER SECURE CHANNEL

• SUPPORTS 1-SECOND ROUND TRIP
DELAY

SNAPFONE™ FEATURES
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Encryption 3DES 192-bit key (FIPS 140-2 Level 2)

Encryption Key Diffie-Hellman 1024-bit key (FIPS 140-2 Level 2)

 Voice Compression G.729A

Fax Support GROUP 3, T-30

Phone Connectors Standard RJ-11

RS232 Connectors Standard RJ-11

Power Supply 110/220 VAC (60/50 Hz)

Power Consumption 3.5 w

Dimensions 150 mm X 45 mm X 90 mm;
5.9 in. x 1.77 in. x 3.54 in.

Weight 400 gr. (unit only)

Temperatures (Indoors) Operation: 0°C to +60°C;
Storage: -20°C to +70°C

TECHNICAL SPECIFICATIONS

Snap Defense Enterprise upgrade: SnapFence
One size does not fit all. Users with additional requirements such as infrastructure security,
event-logging, multiple locations, and different user groups can use the Snapfone in conjunction
with our value-added, total management, network-centric solution – SnapFence. This upgrade
utilizes a centralized security gateway which allows an organization to enforce, manage and
remotely control all end-user security policies no matter where the end-user is located.  The
security gateway also utilizes military-type switching technology for routing and encrypting
voice communications. The centralized security gateway also reduces the management and
administrative tasks of tracking, issuing and maintaining all deployed Snapfone. This upgrade
also permits an organization to secure communications between Snapfone users and cellular
communications using advanced multi-point technology.


